Rationale: The purpose of this lesson Is fo increase awareness among middle school students about the problem of
cyberbullying and provide them with strategies to deal effectively with the social pressure that encourages them to participate
in online cruelty. After heating the true story of a target of cyberbullying, students explore the nature and extent of the problem
in thelr own lives. Through a public service announcement and case studies, students consider why cruelty is so common in
an online forum and use this insight to build empathy, explore personal motivalions and devise positive alternatives for online
communication.

NOTE: This lesson focuses only on the ways in which children communicate with peers online. ltis notintendedto be a
comprehensive approach to Internet safety, which should address topics such as predatory behavior, privacy and the
safeguarding of identity. For resources on these broader issues, consult the organizations listed in the following Cyberbullying
Resources.

Obfectives:

= Students will increase their awareness of the problem: of cyberbullying.

= Students will consider what motivates young people to pariicipate in online cruetty.

» Stydents will increase their empathy for others.

» Students will develop strategies for resisting peer pressure and communicating in positive ways online.

National Standards avallable on hitp://www.adlorg/educalion/curriculum_connections/cyberbullying/standards.pdf
Age Range: Grades 59

Regqtiirements: Handouts and Other Documents: {following and also available in .pdf format on www.adl.org)
e Welcome fo the Web Site that Makes Fun of Dave (one for teacher use})
¢ Understanding and Addressing Online Cruelty (one for teacher reference},
* Cyberbullying Scenarios {one scenario for each small group)
¢ Iniernet Safety Strategies for Students (one for each student)

Other Malerials: Talent Show , Kitchen and Megan public service announcements {accessible through www.adl.org),
laptop/LCD projector, screen, Internet access, chart paper, markers and other colorful wiiting implements

Advance Preparation
¢ Reproduce handouls as directed above.
s Prepare laptop/A.CD projector for viewing of cyberbullying PSAs {see step #3).
» Write the following at the top of a sheet of chart paper: "If you wouldn’t say it in person, why say it enline?” (see step #4).
¢ Cut the Gyherbullying Scenarios into slrips, one for each smail group {(see step #5).

¢ Write the following in the center of a sheet of chart paper: "Class Code of Ethics for Internet Communication” (see step 8).

Time: Approximately 98 minutes or two class periods

Techniques and Skills: brainstorming, case study, cooperative group work, eritical thinking, forming opindons, large and small
group discussion, media literacy

Key Words: continuum, cyberbullying, ethics, harassment, parameters, refaliation

Procedures:

Part I: Exploring the Nature and Extent of Cyberbullying (35-45 minutes)

1. Tell students that you are going to share an incident that happened o a real teenager named David in the recent
past. Ask them to close their eyes as they listen, and to imagine that they are a student at David's school. Read
aloud from the following handout, Welcome to the Web Site that Makes Fun of Dave, then discuss the following:




o How did it make you feel to hear about this incident?

o What do you think motivated the studenis who created the Web site?

o What about these who added comments or e-mails and those who chose not to tell anyone about what was
taking place?

o What would you have done if you received a link to the Web site or a message inviting you to visit and join in?

2, Ask students to consider if cyberbullying, or online crusity, is a common occurrence in their lives. Direct them to form
a hurman continuum, standing to one side of the room if they feel it is extremely common, the other side if itis rare, or
somewhere in-between that reflects their experience. Ask for volunteers al ditferent points in the continuum o
explain why they chose their position. Solicit specific examples from them, making sure that they respect the
confidentiality of others and avold stories that will offend or embarrass their peers. Have students return to thelr
seats.

3. Play ons or more of the following public service announcements, which were created by the National Crime

Prevention Council (hitp://www.ncpe.org/cyberbullying) for its cyberbullying prevention campaign.

o Talent Show {video clip, 50 seconds) accessible through the following web link:
hitp:/fwww.adl.org/educationfeursiculum_connections/cyberbullying/Talent%20Show_Final%20Viral
%20Video.wmv

o Kitchen {video ¢lip, 50 seconds) accessible through the following web fink:
http:/fwww.adl.org/education/curriculum_connectionsf/cyberbullying/Kitchen_Final%20Viral%20Video.wmv

o Megan (audio clip, 30 seconds) Accessible through the following web link:
hitp:/fwww.adl.orgfeducation/cursiculum_connections/cyberbullying/Megan.wma

4. Post a sheet of chart paper with the following question at the top, which appears at the end of each PSA: “if you
wouldn’t say it in person, why say it online?” Challenge students to articulate why cruelty Is so common [n an online
environment and list their responses. (Consult the reference sheet, Understanding and Addressing Online Cruelty,
and add some of these examples to the chart if students don't address them.)

Part II: ldentifying Strategies for Positive Onllne Communication (45 minutes)

5. Divide the class into small groups of 3-4 students, Assign each group one of the situations from the following
handout, Cyberbullying Scenarios (or provide other scenarios that relate to your students’ particular experience.)
instruct each group to do the following, allowing about 15 minutes to complete the tasks:

o Identify the reasons or motivations for the cyberbullying, drawing from the chart created in step #4 above.

o Discuss the impact of the cyberbullying on all of the students involved and the polential consequences of the
negative behavior.

o Discuss allematives lo the negative behavior described, and rewrite the scenario to incorporate more positive
conduct. (For example, the scenario describing a student who participated In cyberbullying to fit in with the
popular crowd might be rewritten to depict the same student reporting the cyberbullying and looking for friendship
In other circles.)

6. RBeconvens the class and have each group share its work. Reinforce positive strategies for dealing with the
pressures that induce young people to participate in cyberbullying, drawing from the following reference sheet,
Understanding and Addressing Online Cruelty, where appropifate.

7. Concluds the lesson by suggesting that the most important way to deal with the impulse to participate in online
cruelty is to reflect on the kind of person we want to be and the personal values that guide our behavior toward
others. Ask students to think of one statemant that reflests their values regarding conduct toward others online.
Share one or more of the following examples if necessary and allow a few minules for students to silenlly reflect and
come up with their stalements.

Examples

Always use respeciful language.

Protect your own and others' safely.

Value all people and never ridicule others.

Respect privacy and avoid gossip/frumors.

Include others in online communities.

A person with feelings is on the other end of every click.

8.  While students are thinking, post a sheet of chart paper and write the following in the center: “Class Cade of Ethics
. for Internet Communication.” As students are ready, invite them to write their statemenis “graffiti style” on the chart

paper (have a variely of markers, paint pens, etc. on hand). Ask for some volunteers to read their statements aloud.
Hang the chart in a visible area as an ongoing reminder of the expectations set forth during this lesson.

O C 0O 0 0 0

0. Distribute the handout, Internet Safety Sirategles for Students, and review the information with students to reinforce
safe and responsible Inlernet use. Send the handout home for students to shars and discuss with family members.

Hepriﬁted from Cyberbullying: Understanding and Addressing Online Cruelty Middle Level Lesson: Dealing with the Social
Pressures that Promote Online Cruelty ©Anti-Defamation League 2008.
{hitp://www. adk.org/feducationfcurriculum_connections/cyberbullying/cyberbullying_lesson_2.asp?cc_section=lesson_2)




REASONS'
for online social aggression

STRATEGIES
for reducing online social aggression

| can't see you {invisibility lessens empathy).

¢ Visualize the person on the receiving end of
the message and imagine how they will feel.

» Balance time spend online with activities that
involve face-to-face interaction.

You don't know me (anonymity emboldens
people to say things they normally wouldn’t).

» Picture yourself saying this to someone in
person. Could you? How wouild it fael?

See you later (communication that does not
involve immediate, real-time feadback may
reduce inhibitions).

= Think about the response your message may
provoke at a later time from the recipient,
other peers and adults.

It's just a game (the Internet may seem like
a world separate and apart, with different
rules and horms).

= Conslder the real-life outcomes and
consequences that your actions coultd have.

= Never engage in fantasy play without others’
consent and willing pariicipation.

It's not me {responsibility for crue! behavior
may be placed on an online persona or
identity rather than on oneself).

= Ask yourself if the person on the receiving end
will expetience your comments as part of a
fantasy or role-play.

Look at me (personal attacks are an easy
way to attract notice; negative attention may
be better than no attention).

» Reflect on how you really want olhers to view
you.

« Consider behaviors that will lead to positive
attention and friendships.

Don't mess with me (retaliation online is less
threatening than standing up to afoe in
person).

» Consider whether revenge will actually solve
your problems or make you feel better.

» Talk to a trusted aduit about proactive
solutions.

'm one of you (participating in online cruelty
may seem like a way to gain social
acceptance; standing up to it may seem like

» Ask yourself if you really want friends who are
cruel to others.

= Talk to an adult about ways to avoid online
hostility and support those who are targeted.

it will bring ostracism).

You're not like me (the Internet may be a
vehicle for expressing hate or prejudice that
is socially unacceptable at school).

= Imagine how it would feel if you were
targeted for being different.

= Seek help from a teacher or counselor who
can help you to deal with negative feelings.

1 Reasons 2-4 are from Suler, J. 2004. The Online Disinhibition Effect. CyberPsychology and Bohavior 7: 321-328;
reasons 1, 5 and 6 are from Willard, N, 2007, Educator's Guide to Cyberbullying and Cyberthreats. Center for Safe
and Responsible Use of the Internet. Retrieved from hitp:/fwww.cyberbully.org/cyberbully/docs/cbeteducator. paf.
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After being teased, taunted and punched for years, some peers set up an
abusive Web site about David that made his life unbearable. The site—
titled "Welcome to the Web site that makes fun of Dave”—was active for
months before David found out about it; none of his friends or classmates
bothered to warn him about it.

The students who created the Web site included pages of hateful
comments directed at David and his family. Soon other students at school
joined in, posting rude remarks that embarrassed David and smeared his
reputation. Some students used a link to David’s e-mail address to send
messages like this one: "You're gay, don't ever talk again, no one likes you,
you're immature and dirty, go wash your face."

The abuse went on for seven long months before the Web host agreed to
take down the site. By that time David felt so defeated that he decided to
leave school and complete his studies at home.

“Rather than just some people, say 30 in a cafetetia,” commented David,
“hearing them all yell insults at you, it's up there for 6 billion people to see.
Anyone with a computer can see it. And you can't get away from it. It
doesn't go away when you come home from school. It made me feel even
more trapped.”

Cyberbullying: Understanding and Addressing Online Cruelty ©Anti-Defamalion League 2008 page 3




Cyberbullying Scenarios

1. You are sitting around the computer with a group of friends at a Friday night sleepover when
Emily asks, “Who don’t we like? Who can we mess with?” Someone suggests Sarah, a girl
with a physical disability that causes her to walk with a limp. For some time, Sarah has been
trying to become part of your group, but has been excluded because some girls think she is
“weird.” When you all discover that Sarah is online, Emily sets up a fictitious screen name and
sends Sarah an IM that says, “Nice moves in gym class yesterday. Walk much?” You laugh
along with the other girls and participate in more mean messages.

2. You have an account on a gaming site, where you like to play World of Warcraft with your

. online friends. One day your parents discover an e-mail from the site administrator indicating
that the account will be terminated due to the posting of the following message: “1 hate Hitler
because he didn’t finish the job — he should have killed all the Jews.” At first you swear that
you had nothing to do with the message, but later admit that you were encouraged to post it by
another student, who has been calling you mean names and threatening to hurt you. You tell
your parents that you figured it wouldn’t hurt anyone to post the message and it might get the
bully to finally leave you alone.

3. You are furious with your best friend after hearing that he went on a date with a girl he
knows you have liked since the sixth grade. You dig out an old photo of your friend from before
he transferred to your school and before he lost fifty pounds. You scan the picture of a very
overweight fifth-grader into your computer and e-mail it to the girl with a message saying, “Just
thought you should know what your boyfriend really looks like.”

4. A group of anonymous students have created a Web site about one of their classmates
named Larry. Although Larry does not identify as a gay person, the Web site includes postings
about Larry being gay that include made-up stories, jokes and cartoons involving Larry and
other students at the school. The site includes a place where visitors can post comments and
an email link for people to send their messages directly to Larry. You receive an e-mail with a
link to the site. Though you don't post any new comments to the site, you forward the e-mail
with the link to your friends.

5. You have a disagreement with one of your teammaies at a game and the coach ends up
benching you for the remainder of the game. Afterwards, you are so steamed that you send an
angry text to your teammate, blaming her for everything. She texts back, trying to explain her
side of things, but this angers you further and you end up sending a series of nasty text
messages, calling her mean names and even threatening to “put her in her place” if she
messes with you at the next game.

6. Hanif is one of only a few Muslim students at your school. On a day when the morning news
includes the report of a terrorist attack on a subway in another country, a group surrounds
Hanif after school, calling him a “terrorist” and questioning his loyalty to the U.S. You are part
of a group of onlookers, who watch as the group starts pushing and slapping Hanif. At the
suggestion of your friend, you video the attack on your cell phone and later spread it around
the school via e-mail using an anonymous account.

7. After rehearsal for the school play, Jill remains in the auditorium by herself to practice dance
moves, forgetting that the video camera is still on. The next day you and a friend discover the
video of Jill, which contains some silly and embarrassing footage. As a gag, you decide to
create a fake MySpace page for Jill that contains some of the footage, and you invite the whole
school to be her “friend.” The video of Jill dancing becomes a school-wide joke, and people
start to add visual and sound effects that make Jill look even funnier. Before long, the video
begins to spread around the Internet and Jill receives hundreds of harassing messages.
Reprinted from Cyberbullying: Understanding and Addressing Online Crueily, Middle Level Lesson: Dealing with the Soclal Pressures thal

Promote Ontine Cruelty, Students Handouls and Supporting Materials for Teachers ©Anti-Defamation League 2008.
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Internet Safety Strategies for Students

Before going online...

v

v

Talk with parents/guardians about rules for going onling, such as the time of day and length of
time you can be ontine, and sites you are allowed to visit. Do not visit other areas or break these
rules without their permission.

Remember that no message is completely private, including e-mail and text messages. Your
school and adult family members may be watching your online activity, and police can recover
all messages, even if you have deleted them. If you are using the Internet to harm others,
chances are you will be caught and punished.

Be aware that many Internet Service Providers have rules about online behavior. If you break
them, your account—and every account in your home—could be canceled. If you break the law,
you may also be reported to the police.

Make sure that you limit your internet use to a reasonable amount of time and ask yourseh‘ if
you are keeping a healthy balance between online and in-person activities.

While online...

v

v

v

v

Never share private information about others and never say things that might violate the safety
or rights of others, even if you mean it as a “joke.”

Limit the amount of personal information you share online and don't post your full name, school
name, home address, phone number, and personal photos in places where strangers can find
them.

Never share passwords, account IDs or PINs with others {even your best friend), with the
exception of your parents/guardians—never hide this information from them.

‘Don’t leave cell phones or other personal electronics (such as a laptop, iPhone, Blackberry,

PDA, stc.) out of your sight.

Remember that some people are dishonest about their identity online. Avoid chatting with
strangers on the Internet. A friend you meset online may not be the best person to talk to if you
are having problems.

Never send your picture or personal information to someone you only know online, and never
meet an online friend in person without a parent’s/guardian’s permission.

Do not open messages or attachments from people you don’t know.

if you are the target of online bullying or aggression...

v
v

v

Don't respond to bullying or inappropriate messages, but save them as evidence.

Discuss any online incidents that make you feel uncomfortable with a trusted adult, such as a
family member, teacher or school counselor.

Always report online bullying, hate incidents, inappropriate sexual activity and threats of harm to
self or others to an adult family member (such as a parent), school authorities and the police.

Block the e-mail addresses and cell phone numbers of people who are sending unwanted
messages; if the messages continue, an adult family member can help you to change your
phone numbers, e-malil addresses or screen names,

File complaints with e-mail services, Internet Service Providers, Web sites, cell phone
companies, etc. Service providers can find the offenders, cancel their service, and report them
to the potice if necessary.

When in doubt about what to do, log off the computer and ask for help from a frusted adult.

Reprinted from Cyberbulying: Understanding and Addressing Onfine Crueity, Middle Level Lesson: Dealing with the Social
Prassures that Promote Online Cruelty, Students Handouts and Supporling Materials for Teachers ©@Anti-Defamation League
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Cyberbullying Resources

Books and Articles

Bolton, Jose, ed. 2005. No Room for Bullies: From the Classroom to Cyberspace, Teaching Respect,
Stopping Abuse, and Rewarding Kindness. Boys’ Town, NE: Boys’ Town Press.

Franek, Mark. 2005. Foiling Cyberbuliies in the New Wild West. Educational Leadership 63: 39-43.
Garbarino, James and Ellen delara. 2003. Words Can Hurt Forever. Educational Leadership 60:18-21.

Jackson, Camille. 2006. £-Bully. Teaching Tolerance Magazine, no. 29 (Spring 2006),
http:/fwww.tolerance.orglteach/magazine/features jsp?is=388&ar=653 (accessed January 2008).

Kowalski, R.M., Limber, S.P., and Agatston, PW. 2008. Cyber Bullying: Bullying in the Digital Age. Hoboken,
NJ: Wiley, John & Sons, Incorporated.

UNICEL and the Empower Program. Stand Up: What Every Parent Needs To Know About Cyberbullying.
UNICEL, http:/fwww.unicel.com/standup/pdf/StandUpGuide.pdf (accessed January 2008).

Willard, Nancy. 2008. Cyberbullying and Cyberthreats: Responding To the Challenge of Online Social
Cruelty, Threats, and Distress. Eugene: Center for Safe and Responsible Internet Use.

Willard, Nancy. 2007. Cyber-Safe Kids, Cyber-Savvy Teens: Helping Young People Learn to Use the Internet
Safely and Responsibly. Hoboken, NJ: Jossey-Bass.

Willard, Nancy. 2007. An Educator’s Guide to Cyberbullying and Cyberthreats. Center for Safe and
Responsible Internet Use, http://iwww.cyberbully.org/docs/cheteducator.pdf (accessed January 2008).

Williams, Dana. 2006. Cyberbullying: One Family’s Story. Tolerance.org (April 28, 2006),
http:/fwww.tolerance.orgfteach/current/event jsp?&ar=669 (accessed January 2008).

Williams, Dana. 20086. Talk To Kids About... Cyberbullying” Tolerance.org (April 2006).
http:/fwww.tolerance.org/parents/kidsarticle.jsp?&ar=46 (accessed January 2008).

Videos

*

Adina's Deck. Debbie Heimowitz, 20067, 30 min.

http:/imvww.adinasdeck.com

This interactive “choose your own adventure” television pilot series geared towards girls 9-14 concerns four
tech-savvy characters with experiences in cyberbullying who now help their friends on the Internet.

Cyberbuilies. Monmouth Junction, NJ: Meridian Education Corporation, 2006, 19 min.
http://www.films.com/id/12607/Cyberbullies.htm

This 19-minute video uses dramatizations and Q & A discussions to expand awareness of the issue of
cyberbullying. Topics discussed include cyberbuilying warning signs, common patterns of abuse, strategies
for responding when cyberbullying occurs and legal problems involving privacy and libel.

Cyberbullying Prevention Public Service Announcements. National Crime Prevention Council, 2007
hitp:/fwww.adcouncil.org/default. aspx?id=42

The NCPC's cyberbullying prevention campaign features several audio and video spots, all under a minute
in length, that target 12 and 13-year-olds, particularly girls. They promote the message, "if you wouldn’t say it
in person, you shouldn’t say it online” and urge viewers to put an end to the cyberbullying chain.

Let's Fight it Together. Childnet; Department for Children, Schools and Families, 2007, 7 min.
hitp:/iwww.digizen.orgfcyberbullying/fullFilm.aspx

This film, available via the Internet, was produced in the United Kingdom to help sensitize young people to
the pain and hurt which can be caused by cyberbullying.

PRIMETIME: Cyberbullying - Cruet intentions. Howell, Mi: ABC News, 2008, 40 min.
http:/fwww.abcnewsstore.com; hitp:/fabcnews.go.com/Primetime/story?id=2421562&pa ge=1

Diane Sawyer reports on how cell phones, digital cameras and personal Web sites combine in new ways
that seems to encourage and amplify the meanness of teenage behavior.

Stop Bullying...Take A Stand! NY: Castle Works, Inc., 2005, 30 min.
http://www.pbs.org/inthemix/shows/show_bullying.html

Hosted by Miss America 2003, herself a victim of severe harassment, this program presents a
muitifaceted approach to preventing bullying, as well as providing help to targets, parents and
bystanders. One segment focuses on cyberbullying, with an AOL consumer advisor giving parents and
teens advice about how to deal with online harassment;



Statistics & Research Studies

Hinduja, S. and Patchin, J. 2008. Offline Consequences of Online Victimization: Schooi Violence and
Delinquency. Journa! of Schoo! Viclence 6 (3) {2008): 89-112.

Hinduja, S. and Patchin, J. 2008. Cyberbullying: An Exploratory Analysis of Factors Related to Offending
and Victimization. Deviant Behavior 29 (2).

Kowaiski, R.M., and Limber, $.P. 2007. Electronic Bullying Among Middle School Students. Journal of
Adolescent Health 41; $22-S30.

Lenhart, A. 2007. Cyberbullying and Online Teens. Pew internet and American Life Project. Li, Q. 2007.
New Bottle but Old Wine: A Research of Cyberbuliying in Schools. Computers in Human Behavior 23:1777-
1791,

Opinion Research Corporation. 2008. Cyber Bully ~ Teen and Cyber Bully Pre-Teen. Princeton: Opinion
Research Corporation, http:/iwww.fightcrime.org/cyberbuilying/index.php (accessed January 2008).

Patchin, J.W., and S. Hinduja. 2006. Bullies Move beyond the Schoolyard: A Preliminary Look at
Cyberbullying. Youth Violence and Juvenile Justice 4:148-169.

Teenage Research Unlimited. 2006. Teen Internet Safety Survey. Alexandria, VA: National Center for
Missing & Exploited Children and Cox Communications.

Wolak, J., K. Mitchell, and D. Finkelhor. 2006. Online Victimization of Youth: Five Years Later. Alexandria,
VA: National Center for Missing & Exploited Children,
hitp://www.missingkids.com/en_US/publications/NC 167 .pdf (accessed January 2008).

Online Resources: Websites on Cyberbullying and Online Safety

Anti-Defamation League - http:/fwww.adl.org/education/cyberbullying
Provides information on in-school workshops and tips for responding o cyberbullying.

Center for Safe and Responsible Internet Use - www.csriu.org
Provides effective strategies to assist young people in developing the skilis to behave in a safe, responsible
and legal manner when using the Internet.

Cyberbullying.org - www.cyberbullying.org
Provides resources to combat online social cruelty among students. Grade levels 6-12.

Cyberbullying.us - www.cyberbuilying.us
Explores the causes and conseqguencas of online harassment; includes fact sheets and resources.

Cybersmart! - hitp://www.cybersmart.org/profile/
Provides online professional development and free curricular resources on cyber safety, Internet ethics,
creativity and criticat thinking.

I-SAFE - www.isafe.org
A non-profit foundation that incorporates classroom curricutum with community outreach to empower
students, teachers, parents and law enforcement to make the Internet a safer place.

NetSmartz - hitp:/Awww.netsmartz.org
Run by The National Center for Missing & Exploited Children; offers information and resources on Internet
safety for educators, parents/guardians, teens, younger children and law enforcement.

Partners Against Hate - www.partnersagainsthate.org
Provides a downloadable guide for educators and parents on teaching Internet safety skills.

Stop Bullying Now! Information, Prevention, Tips and Games - www.stopbullyingnow.org
Provides resources and tools as part of the Take a Stand, Lend a Hand, Stop Bullying Now campaign.

Stop Cyberbullying - www.stopeyberbullying.org
Provides definitions, strategies and legal considerations relating to cyberbullying.

Wired Kids, inc. - www.wiredkids.com

Dedicated to protecting Internet users from cybercrime and abuse, and teaching responsible internet use;
operates several programs and sites, including Cyberlawenforcement.org, InternetSuperHeroes.org,
NetBullies.com, Teenangels.org, WiredKids.com, WiredKids.org and WiredSafety.org.

Reprinted from Cyberbullying: Understanding and Addressing Online Cruelly, Resources on Cyberbullying and Internet
Safety, ©@Anti-Defamation League 2010. hitp:/Awww.adl.org/feducationfcurriculum_connections/cyberbullying/resources.pdf




Background for Educators: Social Norms Theory

Social norms are people's beliefs about the attitudes and behaviors that are normal,
acceptable, or even expected in a particular social context. In many situations, people’s
perceptions of these norms will greatly influence their behavior. When people
misperceive the norms of their peer group—that is when they inaccurately think an
attitude or behavior is more (or less) common than is actually the case—they may
choose to engage in behaviors that are in sync with those false norms.: Pluralistic
Ignorance is the term that is used in academia to discuss social norms theory and refers
to the incorrect belief that one’s private attitudes, judgments or behavior are different
from others.

Social norms theory has been most commonly applied to the problem of excessive
alcohol consumption on college campuses. Many studies have shown that college
students overestimate how much their peers drink. Prevention experts have argued that
this misperception of the norm drives greater alcohol consumption. A growing body of
evidence suggests that providing information to students about accurate drinking norms
is associated with decreased drinking on campus.2

With regard to cyberbullying, many youth may falsely believe that online rumors,
teasing and cruelty are approved of by their peers and that it would invite ostracism to
refuse to participate in or to take a stand against such behavior. This misperception
may cause young people to avoid acting as an ally to the targets of cyberbullying and to
even engage in negative behaviors with which they privately feel uncomfortable. Over
time, online social aggression may become normalized for youth, and they may become
desensitized to its damaging effects on others. However, interventions that correct
students’ misperceptions by demonstrating that most young people don't find online
cruelty to be “cool” could provide students with the awareness and confidence needed
to avoid cyberbullying behavior and to speak out against it.

1 From Higher Education Center. Social Norms and Social Marketing, www.edc.org./hec/socialnorms
(accessed January 2008).
2 |bid.

Reprinted from Cyberbuilying: Understanding and Addressing Onfine Cruefly, Secondary Level Lesson: Cyberbullying and
Ontine Cruelty: Challenging Social Norms, Students Handouls and Supporting Materials for Teachers ©Anti-Defamation
League 2008. (hltp:llvmw.ad!.org!education!curriculum_conneclionslcyberbullyinngecondary%ZOHandouts.pdf)




For each of the statements below, circle the numbers that most closely correspond
with both your own belief and the belief you feel is typically held by members of
your peer group. '

1=strongly disagree; 2=disagree; 3=unsure; 4=agree; 5=st.rongly agree

1. [ have a free speech right to say whatever | want online.
a. Your response 1 2 3 4 5
b. Your peers’ typical response 1 2 3 4 5

2. On the Internet it is okay to reveal personal secrets for others to see.
a. Your response 1 2 3 4 5
b. Your peers’ typical response 1 2 3 4 5

3. What happens online should stay online.
a. Your response 1 2 3 4 5
b. Your peers’ typical response 1 2 3 4 5

4. What happens online is mostly a game, so ho one can really get hurt.
a. Your response 1 2 3 4 5
b. Your peers’ typical response 1 2 3 4 5

Cyherbuilying: Understanding and Addressing Online Cruelty ©Anti-Defamation League 2008 Page 2




Middle School Cyberbullying Curricuium DRAFT MATERIAL Lesson 5 SAS

§

Dynamics of Bystanders
Lesson 5, Student Activity 5

The bystander's role is not easy: it's difficult for bystanders to get involved when they witness or become
aware of cyberbullying because:

«It's hard to know just what to do to help .

» They may be afraid of making the situation worse,

+ They may be afraid for themselves and fear retaliation.

« They may be afraid of losing friends if they speak out,

« They may not believe adults can help if they do report the incident.

: They may think they will be viewed as a “snitch”,

- They may lack confidence to stand up against cyberbullylng behavior,
- It's easier to ignore it and not get involved.

+It's not their problem or their responsibility.

Consequences of not getting involved:

1. When bystanders do or say nothing during a bullying situation, this reinforces and supperts the negative
behavior and encourages the bully, giving them the Impression that everyone thinks “they are cool.”

2. Bullies assume that bystanders will stay silent, because they are intimidated, This silent majorlty of
bystanders aliows the negative behavior to contmue and many times get worse.

3. Doing nothing supports the bully and makes the target feel powerless; the bully views the silence as
approval of the behavior,

4, Bystanders experience very uncomfortable feelings as a result of a friend or classmate being bullied, They
also will feel anxiety, guilt, lowered self esteem and self respect and a sense of powerlessness.

5. As they stand by and do nothing, bystanders may lose understanding and empathy for other people’s pain
and become susceptible to allgnmg themselves with the bully and participating in negative behaviors
themselves.
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Understanding the consequences of your

response to bullying
Lesson 8, Student Worksheet 2, part 2

If bystanders sit by and watch people being cyberbullied, the bully and others In your school may think this
behavior Is being condoned and supported. However, if students stand up for a target this will help to create
a climate where bullying behavior is unacceptable,

Research has shown that bystanders standing up for a target can be one of the most effective means of
stopping bullying. Support from bystanders gives the target confidence and shows the bully that what he or
she is doing is not cool. It isn't easy to stand up to a bully, especially If that person is popular, viclent, or
powerful in the school dynamic. In that case, it is probably safer to report the behavior to an adult and
befriend the target, which discourages the bully from attacking that person.

Remember that telling about a crime being committed isn't tattling and neither is reporting cyberbullying
behavior. Both take courage and a sense of social responsibility.
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How It Feels To Be a Bystander and What To Do

Lesson 5, Student Activity 6

Read the following scenario and envision yourseif as a part of this group of friends:

Eating pizza around the computer on Saturday with her friends, Jan sees that Chris just logged on
to IM. Someohe suggests they bug Chris, who is always trying to join their group. Your friends
provide suggestions and egg Jan on. Then you all join in, though you are beginning to feel a bit
uncomfortable. They ask personal questions of Chris like who he/she likes best, Drew or Jamie?
Chris shares a lot of personal information thinking it's a good way to be a part of the group. Your
" friends have fun stringing Chris along and decide to create an anonymous blog. There they post
the IM transcript and share the URL with lots of kids at school - including Drew and Jamie. By
Monday, they know half the school will have read it and Chris will be a total joke.

Assignment: What would you do if you were a part of this group of friends?

Write 1-2 paragraphs explaining how this situation would make you feel, how you think you would respond or
participate and why. )

Extra Credit Assignment: Pick one scenario below to answer. Write 1-2 paragraphs explaining your
thoughts,

1. How will Chris feel? What could Chris do?

2. If you were one of the kids who got the URL, how would you feel knowlng that you were never supposed
to have seen this? What would you do when you saw Chris? Would you write anything on the blog?

3. Even though it didn't happen at school it doesn’t matter, it's now all over schocl and everyone is reacting.
What should the school do about it?

4, What would you do if you saw Chris very upset at school?

5. Do you think Jan and the group of friends feel sorry? Or do they like watching Chris” humiliation and start
looking for new targets?

6. If you're targeted next what are you going to do? Are you as comfortable sharing information now or
trusting others to be respectful of you?
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Understanding the consequences of your
response to bullying
Lesson 8, Student Activity 2, Part 1

You become aware that a school mate of yours (not really a friend, but you see them in class
everyday and know them to say hi), is the subject of some very embarrassing comments on a
MySpace page that you and a lot of your friends see and use often. You also know that this school

mate is very upset by these remarks and has been absent from school the last few days.

1, If you and your friends witness this bullying, but do nothing about It, what message does this send to the
bully?

2. What are some things you and your friends can do to act socially responsible in this situation?

3. If you and your friends choose to stand up for your classmate, how have you changed your school climate
regarding bullying?

4. In this case of supporting your classmate, what message is communicated to the bully or bullies?
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How can online actions affect someone in the real
world?

Lesson 1, Student Activity 3

Think About it: Many people believe that whatever happens online has no impact on
the real world. While some online activities, like playing games, are simply fun,
every interaction you have with someone online is real. And every contact can affect
you, either for good or bad.

In your own words, write about how online actions might affect someone in the real world.
Include an ex_ample that illustrates what you mean. Your paragraph should be five to seven
sentences long. Use as many words as you can from the Vocabulary Review.
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Vocabulary Review
Lesson 1, Student Activity 4
Use these words when you write in your journal and do the homework assignment.

General Vocabulary

«empathy: Understanding or being sensltive to another’s feglings.

- personal information: Information about an individual that might include address, school, age, gender,
phone number, email address, etc.

« privacy: Freedom from unauthorized intrusion or observation,
. reputation: Overall character or quality as seen or judged by people in general.
. raspect: To think highly of a person and treat him or her with consideration and kindness,

- social contract: Ground rules people follow to show respect for each other and set the stage for
productive, positive interactions and behavior; an agreed upon code of behavior based on integrity.

+social responsibility: An obligation to act towards others in society in an accountable way.

Technical Terms

«blog: An online personal journal.

« ceil phone (or mobile phone): A portable telephone, some of which can connect to the Internet so they
can be used to visit Web sites, send e-mail or text messages, and so on.

+ device: In relation to the Internet, a device is any piece of equipment you use to access the Internet.
Devices include personal computers, cell phones, gaming consoles, and personal digital assistants {pda).

- e-mall: A tool for sending written messages as well as attached documents to others online.

- instant messaging (or IM): Exchange real time messages with someone else who is online using a
program such as AIM from AOL.

« Internet: The network of interconnected computers that store online content and enable online
interactions. When you are ¢onnected to the Internet yau are sald to be online.

+ personal dIglta[ assistant (PDA) A handheid device that” may include a phone, an address book,
calculator, or word processor, and the ablhty to connect to the Internet to view Web sites and synchronize
data with a desktop computer, and so on.

s social netwmklng site: Web sites like MySpace or Facebook whose focus is on building online communities
of people with similar interests. Members connect online to share information in personal bleg pages, through
chat, discussion boards, or sharing photos or video.

-text messaging {or text speak): Sending shott messages between cell phones,

«virtual: Refers to objects, activities, and locations in the online world. A virtual community is a group that
gathers on a particular Web site, for example.

«Web (or World Wide Web): A set of documents hosted on the Internet that make up Web sites, Web
pages, and other online content.

« wiki: Online content that anybody can edit, Wikipedia, for example, is an onlinenbencyclopedia created
from contributions from the general public.
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Sample School District Cyberbullying Policy

Lesson 9, Teacher Resource 1

The following sample district wide anti cyberbullying policy is provided with permission by Seattle Public
Schools, Seattle, Washington:

It is the policy of the Seattle School Board to prohibit harassment, intimidation, and bullying by
any means, including but not limited to electronic, written, oral or physical acts, either-direct or
indirect, when such intentional electronic, oral, written or physical acts physically harm,
substantially interfere with a student’s education, threaten the overall educational environment
and/for substantially disrupt the operation of school.

This includes, but 1s not limited to, harassment, intimidation, and bullying based upon race,
color, religion, ancestry, national origin, economic status, gender, sexual orientation, gender
identity, pregnancy, marital status, physical appearance, or mental, physical, or sensory
disability.

This prohibition shall apply to all District employees, volunteers, parents/guardians, and
students, including conduct between students, between adults, and between adults and

students.
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L ACTMIYZA

Name: L oy
BEHIND THE WORDS

Communication experts tell us that factors such as tone of voice, facial expression and body
language all have an important role in conveying meaning. However, with electronic
communication, we can’t see or hear the person who is sending the message. That means
there is always a possibility for misunderstanding. As a result, sometimes teens can get into
fights online over problems they may have easily solved if they were face-to-face.

PART ONE: Read the following messages and try to decide what the intent of the sender
is. Is the sender happy or upset? Pleased or angry? Worried or calm? Serious or joking?
Decide the sender’s emotional state and write it in the space provided. Also, explain how the
meaning of the message can be different depending on the intent behind the words.

SENDER WRITES... SENDER’S INTENT IS...

Hey grl, why r u being so mean to me?
U didn’t share yr pizza today & now I'm
starving!

If u don’t vote for me, I will kick
your teensy butt!

U traitor! U told my mom I have a
boyfriend and now she wants to know
who he is!

Don't ever talk to me again, lizard-face.

U better not laugh at me 2morrow when
I give my report or eise.

It's L8er than u think!

1 really h8te yr guts for letting that
maoron borrow your iPod instead of me.

What’'s wrong w/ u today?!

R u kidding? U really like that song?
Eww. U have no taste.

Did you have any trouble deciding what mood the sender is in? Why? Compare your
answers with those of your classmates. Did you all read the messages in the same way, or
are there different interpretations?

This activity Is continued on the next page.
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BEHIND THE SCREEN

Most people are enthusiastic about how the Intemet allows us to easily share our opinions,
ideas and information with others—from the comfort of our own home or classroom! But
there can be problems. Research indicates that people are more likely to say mean things and
use foul langnage on the Internet than they are in the real world. *

Have you ever written anything while online that you would not have said to the person face-
to-face? On the back of this sheet, write a paragraph explaining who you were talking to and
what you were talking about. If you used bad language, don’t repeat it here but describe in
general terms what you did.

Make sure your essay answers these questions:
» How did you feel about yourself after?
> How did you feel about the other person?
> Did anything happen as a result 'of what you said?
> Have you decided to behave differently? Explain.

» ‘Why do you think people sometimes say hurtful or brash things
online that they wouldn’t say in a face-to-face conversation?

* Source: Michigan State University http://www.msu.edufuser/trescami/thesis.him
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UsE “I MESSAGES”

One way to avoid conflict online is to learn how to use “I messages” when you are writing to
someone else. An “I message” helps keep the focus on how YOU feel or what YOU think or
want—instead of pointing fingers or blaming another person. Use the following example as
a model for how to turn a blaming message into an “I message.”

Example:
“You make me so mad... Why did you tell Lucy I said she was dumb?”

Rewritten with an “I message™
“I'm upset that you told Lucy what I said about her...
1t makes me feel like I can’t tell you things.”

Try rewriting each of these email texts so they are turned into “I messages.”

1. Mike (to Steve): “You jerk... You can’t even make a basket... We lost thanks to you.”

2. Jagsmine (to Liz): “You should’ve told me you weren’t coming to my party, you rat.”

3. Jake (to Morgan): “You didn’t call me last night, and you said you would.”

4. Allie (to Sari): “You broke my iPod! Now you have to pay for it.”

5. Jackie (to his brother): “Stay out of my room, twerp. I know you were in here.”
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. ACTIVITY7. .

FLAMERS AND HACKERS

There are some people on the Internet who just want to cause trouble. Flamers enjoy making
other people feel bad by insulting them, calling them names and treating them badly.

Hackers try to get into your personal files, including any networking pages you have, and use
them for their own purposes, causing serious problems, People who are targeted by a flamer can
block them, ignore them or make a firm but polite response to show that the flamer isn't
succeeding. The worst think you can do is respond angrily or in an upset manner. That would
only satisfy the flamer.

Below are examples of flamers trying to cause trouble. Write a polite but firm response to the
flamer to show that he or she is not succeeding in making you angry. Make sure not to use
sarcasm, as this will only encourage the flamer to continue. After making such a response, you
should block this person if he or she continues to be rude.

1. Flamer: “That's the dumbest idea I ever heard...where r u from, mars???? Only
an idiot could think that.”

2. Flamer: “uar brain must b the size of a pea...typical stupid stoff from u, as usual.”

3. Flamer: “im gonna get u and make u sorry u were born...u feeble minded moron.”

As you can see, flamers are rude to the extreme. Hackers are harder to deal with because they're
sneaky. You usually don't know you are being hacked until after it happens. It's best to keep
your page private. If anyone does something to your page, or sends messages out pretending
they're from you, be sure to file a complaint with the site manager and change your password
immediately.
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ACTIVITY 8A.
CYBER-THREATS

Name:

Some teens don't realize that making threats to hurt someone else is against the law. But the fact
is that the police can become involved when threats are made via the Internet, and the person
responsible can be tracked down. Teens have had to go to court, and some have been prosecuted.
In other cases, teens have been suspended from their schools. It's important for teens o
understand that making a threat to physically hurt someone else over the Internet is not a joke.
There can be serious consequences.

Read the following messages and decide if you think the person sending it could be arrested for
breaking the law. Write an explanation for your conclusions. In class, discuss whether you think
the police might investigate a compliant about online threats.

1. “u better not come to school 2morrow”
2, “if you show up at school im gonna smack u 2 the ground”
3. “nol likes u anymore cuz u stink”

This activity is continued on the next page.
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. Actvives.

Name:
CYBER-THREATS
4. “ur gonna get stabbed 2morrow so watch ur back.”
5. “i know where u live...don’t go 2 sleep 2nite or u won’t ever wake up.”
6. “ur a big fat stinkin pig u deserve to get wuts comin to you.”
7- “im gonna make sure no one is gonna talk 2 u ever again if u don’t shut up now.”

HUMAN RELATIONS MEDIA EEX Trink BEFORE YoU CLICK




Sameer Hincluja, Ph.D. and Justin W. Patchin, Ph.D.

Cyben;bullyéiqg'Reseﬁarcl@ Center
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“'_-epectfic to. cyberhullymg in-the school's policy

H

1 Formally assess the extent and scope of the
problem within your school dlstrlct by collectmg .

survey and/or intérview. data from your students.
Once you have a baseline measure of what is going on
in your c;choel .specific sstnategies can he

implemented to_educate students and staff about .7

online safety and. Internet” use in creative and
powe;fulways N : -- :

2. Teech s.tudelnts ‘that all forms of "bullying are .

unacceptab]e, and that cyber bullying” behaviors, i
potentially subject to discipline. Have a conversatio
with_students about what substanual dasrupnon
means ‘They need to know that even a hehavior tha
occurs miles away from the school could be subject t

school sanction if it substanttally dimupts the. schoo_ :

énvir onment ;

3. S':pecify‘; clear rules regarding the _'QSE.-:__Q:E-"'flle

Internet, computers, and other electronic devices.
Acceptable Use Policies tend to be commonplace in

school distr 1cts, but these must be updated to cover
online hal‘assment Post signs or posters in. .school

computer labs, hallways, and classrooms to remind

students to responsxbly'use technology

4. use peer mentormg - whele olcier students
informally teach lessons and ‘Share - leal RNg.
~_.uncles, and any.: other 1elevant adult.

“necessary. :

experiences with younger students ~fo promote
positive online mteractlons e

5. Consult with youf school attorney BEFORE
incidents occur to find out what actions you can or
must take in varying situations.

ptogiams

eate: -'-_omprehenswe formal contract

manual, ‘or _introduc-'e- la_uses within the formal
“honor code' Which': de"'tify cybeibullymg as an

7; Implement blockmg/filte] mg software on
.._your computea network to plevent access to certain

§

'x

8. Cultwate a pos1t1ve school cllmate, as 1esearch

has shown a llnk between a pe1cewed negatwe
“environment on campus and an‘incr easecl prevalence

of cybelbullymg offending and victimization among
students. In general, it is ¢r ‘ucial to establish and

‘maintain a school climate. of respect and integrity

re wolat;ons lesult in informal or, formal

9, Educate your 'cmllﬁlllnity Utilize ‘specialty-

'cyberbullymg currlcula, or general

. _-mformanon sessions such as assemblies and in-class
.- discussions fo raise awareness among youth Invite
'spec1a_l_1_st_s to_-_ _c_om__e ‘talk to staff'and students. Send
©-information out to parents. -Sponsor a community

education even_t___l_nvste parents, grandparents, aunts,
Bribe if

10; Designate a "Cy‘oet*hullying Expert" at your

~school who is responsible for educating him/herself

about the issues and then passing on important

_points to other youth-serving adults on campus.

Cyberbullying Research Center
www.cyberbullyingus




















































